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1. [bookmark: _Toc440833814]Overview
Apache Log4j2 versions 2.0-alpha1 through 2.16.0 did not protect from uncontrolled recursion from self-referential lookups. When the logging configuration uses a non-default Pattern Layout with a Context Lookup (for example, $${ctx:loginId}), attackers with control over Thread Context Map (MDC) input data can craft malicious input data that contains a recursive lookup, resulting in a StackOverflowError that will terminate the process. This is also known as a DOS (Denial of Service) attack
Ruckus Unleashed Multi-Site Manager (a.k.a UMM) has fixed above log4j vulnerability in 2.6 Release. 
However, for the customer who is not going to upgrade their UMM to 2.6, Ruckus release a Linux script (log4jJndiFix.sh) and customer can fix the log4j vulnerability by running the script on their UMM server.
The scope of this document is to describe the usage and limitation of this Linux script .
2. Support UMM version
The script support following UMM version:
· UMM 2.0
· UMM 2.1
· UMM 2.2
· UMM 2.3
· UMM 2.4
· UMM 2.5
· FlexMaster 9.13.1

Note: UMM 2.6 or above don’t need the script since the vulnerability has been fixed already.
3. [bookmark: _GoBack]Step to apply the Script
Following is the step to apply the script:
· Upload the script to the UMM server
· SSH to the UMM server and login as ROOT user
· Go to the folder which the script has been uploaded
· Execute following Linux command(mark in red) to apply the script
[root@localhost ~]# pwd
/root
[root@localhost ~]# chmod +x log4jJndiFix.sh
[root@localhost ~]# ./log4jJndiFix.sh
Staring to remove JNDI lookup from /opt/UMM/3rdparty/elasticsearch/elasticsearch-5.6.14/lib/log4j-core-2.11.1.jar ...
Remove log4j JNDI lookup from /opt/UMM/3rdparty/elasticsearch/elasticsearch-5.6.14/lib/log4j-core-2.11.1.jar done ...
Staring to remove JNDI lookup from /opt/UMM/3rdparty/tomcat/apache-tomcat-7.0.91/webapps/intune/WEB-INF/lib/log4j-core-2.6.2.jar ...
Remove log4j JNDI lookup from /opt/UMM/3rdparty/tomcat/apache-tomcat-7.0.91/webapps/intune/WEB-INF/lib/log4j-core-2.6.2.jar done ...
Staring to remove JNDI lookup from /opt/UMM/apps/umm-event/lib/log4j-core-2.10.0.jar ...
Remove log4j JNDI lookup from /opt/UMM/apps/umm-event/lib/log4j-core-2.10.0.jar done ...
Staring to remove JNDI lookup from /opt/UMM/apps/umm-agent/lib/log4j-core-2.10.0.jar ...
Remove log4j JNDI lookup from /opt/UMM/apps/umm-agent/lib/log4j-core-2.10.0.jar done ...
Restarting UMM...
· UMM will restart automatically once the vulnerability has been fixed
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4. Known Limitations:
· The script is depend on ZIP, please make sure you have install ZIP to your UMM server, otherwise, the script will fail with following error:
[root@localhost ~]# ./log4jJndiFix.sh
zip not installed. Aborting
[image: ]
· To install ZIP, please refer to following example:
[root@localhost ~]# yum install zip -y
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1 root root 1700 Aug 26 14:25 RuckusQA.pem
1 root root 36143 Rug 11 16:32 schema.ddl

1 root root 3815 Aug 13 11:51 sh -1 rsm-network-test.pem ec2-userec2-3-15-37-80.us-east-2.compute.amazonaws.com
[root@localnost ~1# chmod +x log43JndiFix.sh

[root@localnost ~1# 11
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% zoot zoor 1334 Aug 10 anaconda-ks.ofg
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% zoot oot 20992 Aug 10 aeploy_car
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% zoot zoor 1700 Aug 11 £reddy-key-paiz.pem

% zoot oot 1908226 Aug 10 Get-pip.py

5 zoot zoot 253 Nov 25 Fyena-1.0.13

1 zoot root 42854300 Nov 23 fiyena-1.0.13_cickec.car

% zoot zoot 0255488 Aug 10 Kubectl

% zoot zoot 1018488 Dec 13 loga32-scan

% zoot zoor 1487 Dec 20 logs3ondiFix.sn

1 zoot zoot 151 Aug 10 node-role.json

% zoot oot 80616 Aug 11 2a:

1 zoot zoor 1700 Aug 26 Ruckusgh.pen

% zoot oot 36143 Aug 11 schena.adl

T zoot zoor 3815 Aug 13 n i rem-network-cest.pem ec2-userfec2-3-15-37-80.us-east-2.compute.amazonaus.con

[rootflocalnost ~]# ./log43JndiFix.sh
Staring to remove ONDI lookup from /opt/UM/3rdparty/elasticsearch/elasticsearch-5.6.14/1ib/logéj-core-2.11.1.5ar
[Remove 10943 ONDI lockup from /opt/UMM/3raparty/elasticsearch/elasticsearch-5.6.14/1ib/logéi-core-2.11.1.3ar done ...
staring to remove JNDI lookup from /opt/UMM/3rdparty/tomcat/apache-tomcat-7.0.91/webapps/intune/WEB-INF/1ib/10g4j-core-2.6.2.jar
[2emove 10g43 JNDI lookup from /opt/UMM/3rdparty/tomcat/apache-tomcat-7.0.91/webapps/intune/WEB-INF/1ib/log4i-core-2.6.2.3ar done
staring to remove ONDI lookup from /opt/UMM/apps/umm-event/lib/log4j-core-2.10.0.3ar

[Remove 10g43 INDI lockup from /opt/UMM/apps/umm-event/1ib/logdj-core-2.10.0.3ar done

staring to remove ONDI lookup from /opt/UM/apps/umm-agent/lib/logéj-core-2.10.0.3ar

[Remove 10g43 INDI lockup from /opt/UMM/apps/umm-agent/1ib/logdj-core-2.10.0.3ar done
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[zoot@localnost ~1# ./log43dndiFix.sh
2ip not installed. aborcing
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[rootlocalnost ~1# yum install zip -y
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: repo.virtualhosting.nk

* extras: repo.virtualhosting.hk

* updates: repo.virtualhosting.hk

pase

docker-ce-stable

extras

spdates
docker-ce-stable/7/x86_64/primary_db
Resolving Dependencies

> Running transaction check

> Package zip.x86_64 0:3.0-11.e17 will be installed
> Finished Dependency Resolution

Dependencies Resolved

Package azen
Installing:
210 x86_64

Transaction Summary

Install 1 Package

Total download size: 260 k
Installed size: 796 k
Downloading packages:
21p-3.0-11.217.%86_64.7pn
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Warning: REMDB altered outside of yum.
Installing : zip-3.0-11.e17.x86_64
Verifying : 2ip-3.0-11.e17.x86_64

Installed:

2ip.x86_64 0:3.0-11.e17

Complete!
[root@localhost ~1# 11




