What is client fingerprinting?
Client fingerprinting is a feature effective from 9.4 firmware, it’s a technique used by ZoneDirector which attempts to identify client devices by their Operating System, device type and Host Name, if available. This makes identifying client devices easier in the Dashboard, Client Monitor and Client Details screens as shown below.
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[bookmark: _GoBack]How clients fingerprinting happens? 
The zone director captures the clients OS when client sends a DHCP request through the access points. The client finger printing can be enabled by clicking it in the advanced WLAN option.
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 How is the OS information captured?
The ZD records the OS information from the client by capturing the DHCP request packet, the OS information is found in the DHCP option 60, a closer look into the DHCP packet reveals the following,  
Packet capture of DHCP request packet,
The client used in this capture is windows7
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No. i Destinati Protocol length Inf

1 0.000000000 0.0.0.0 255.255.255.255 DHCP. 346 DHCP Request - Transaction ID Ox6160d5td DHCP request packet
—

4 0.030921000 HonHaiPr_84:sb:2a sroadcast 42 who has 192.168.1.17 Tell 192.168.1.2
—

6 0.034161000 Utstarco_2b:f6:dd HonHaiPr_84:5b:2a 42 192.168.1.1 is at 00:1b:da:2b:f6:dd

8 0.299828000 HonHaiPr_84:5h:2a sroadcast ARP 42 who has 192.168.1.27 Tell 0.0.0.0

9 0.300107000 ££02::1:FF09: cF5d IcuPv6 78 Neighbor Solicitation for e80::5010:316c:d109:cf5d

10 0.300290000 £fo2 IcuPVE 70 Router solicitation from 7c:

11 0.300514000 ££02::16 IcuPVE % Multicast Listener Report Message v2

12 0314421000 Honwaipr_84:5bi2a sroadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.2

13 0.317253000 Utstarco_2b:f6:dd HonHaipr_84:5b:2a ARP 42 192.168.1.1 is at 00:1b:da:2b:f6:dd
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Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

magic cookie: DHCP

option: (53) DHCP Message Type

option: (61) client identifier

option: (50) Requested TP Address

oprion: (12) Host Name

option: (81) client Fully qualified Domain Name
option: (60) vendor class identifier

Length: §
Vendor Class jdentifier: WSFT 5.0] p—f DHCP option 60
optTon Paraneter Request 15T

(255) end





