Social Media, Google Authentication WLAN creation

€& > C A Notsecure | hitps//unleashed i dmin/dashboard.jsp?privilege=

Create WLAN x

Usage Type: O Standard for most regular wireless network usage

() Guest Access guest access policies and access control will be applied
(O Hotspot Service known as WISPr

@ Social Media authenticate through social media network

(O WeChat

®

(0]

Authentication Method: Open . 802.1XEAP ' MAC Address

Encryption Methed:

Accounting Server | pisapled v W
Send Interim-Update every minutes

Social Media Login(s): || FacebookWiFi

WPA2 @® None

¥ Google/Google+
Use my own client ID
Input existing client ID/password or click here to generate one

* Google Client ID: | Glient ID

[ Linkedin

[ Microsoft

Show Advanced Options b _

Login or create google account. If you click on “here” you will be led to Google APIs section of your Google account, log
in, accept terms of service and click on “+ Create Project”

(pages described below are found under “Google API console” of developers page of google account
https://developers.google.com/products):

Y P Zpi=1

Updates to Terms of Service

W have updsted some of our Terms of Service. To continue, accept all the updated
Terms of Service below.

Terms of service

O 1 agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APIs.

Country of residence

United States.



https://developers.google.com/products

8 https://console developers.google.com/projectcreate?previousPage=%2Fcloud-resource-manager%%3Fpli%3D18&defaultProjectName

Your free trial is waiting: activate now to get 5300 credit to explore Google Cloud products. Learn more

Google APls Q

New Project

a You have 12 projects remaining in your quota. Request an increase or
delete projects.
Learn mare

MANAGE QUOTAS

Project Name *
[ UnleashedSocialGoogleWLAN| (7]

Project 1D: level-totality-224419. It cannot be changed later.  EDIT

Location *

B Mo organization BROWSE

Parent organization or folder

@ nttps// googl loud ger?pli=1&angularjsUrl=%2Fcloud-resource-manager%3Fpli%3D1%26angular)sUri%3D%252Fcloud-resource-manager%253Fpli%253D1%26creating Project%3Dtrue
8§ Your freetrial is waiting: activate now fo get $300 cradit to explore Google Cloud products. Learn more

ISV ACTIVATE

Google APls a

(— Manage resources CREATE PROJECT Notifteations NFO PANEL
# Create Project: UnleashedSocialGoogleWLAN  Just now
Filter by name, ID, project number, or label Select a resource
YYou have no projects in this organization.
PERMISSIONS LABELS
© Please select at least one resource.
“ ”n H H H H
Go to your “Google APl Console”, by going to this link = https://developers.google.com/products and then selecting,
Google API Console:
<« C & hip: p board?pr totality-224419 2 @
ii ‘Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more DISMISS
= GoogleAPls g UnleashedsocialGoogleWLAN Q D 6 a a

API APIs & Services Dashboard ENABLE APIS AND SERVICES

4  Dashboard No APIs or services are enabled

Browse the Library to find and use hundreds of available APIs and services
# vibrary

0+ Credentials

Popular APls and services

(=

VIEW ALL (217)

™M C X-A e &

Google Drive AP|
Goagle

The Google Drive APl allows
clients to access resources from
Google Drive

Gmail API
Goagle

Flexible, RESTful access to the
user's inbox

Maps SDK for Android
Goagle

Maps for your native Android app.

Cloud Translation API
Goagle

Integrates text translation into your
website or application.

Geocoding API
Goagle

Convert between addresses and
geographic coordinates

Cloud Vision API
Goagle

Image Content Analysis



https://developers.google.com/products

Click on “Credentials” and then box = Create credentials

<« C & https//console.developers.google.com/apis/credentials?project=level totality-224419

Your free trial is waiting: activate now to get $300 credit to explare Google Cloud products. Learn more

Google APl go UnleashedSocialGoogleWLAN

Q
API APIs & Services Credentials

«  Dashboard Credentials ~ OAuth consent screen  Domain verification

W Library

o Credentials

Select “OAuth client ID”:
API APIs & Services Credentials

-
«»  Dashboard Credentials  OAuth consent screen  Domain verification

i Library

or Credentials

APIs
Credentials

¥ou need credentials to access APIS. Enable the APIs you pian to

use and then create the credentials they require. Depending on the
API, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the API documentation for details.

Create credentials +

APIs
Credentials

‘YYou need credentials to access APIs. Enable the APls you plan to

use and then create the credentials they require. Depending on the
API, you need an API key, a service account, or an QAuth 2.0 client
ID. Refer to the APl documentation for details

ate credentials ~

APl key

Identifies your project using a simple APl key to check quota and access
OAuth client ID

Requests user consent 5o your app can access the user's data

Service account key

Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use



Then click on ‘Configure consent screen’ tab:

= Google APls  $» UnleashedsocialGoogleWLAN v

£ Create OAuth client ID

A To creste an OAuth client ID, you must first set a product name on the consent screen

For applications that use the OAuth 2.0 protocol to call Google APIs, you can use 2n OAuth 2.0 client ID to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more
information

Learn more
PP Learn more
earm more

Configure consent screen

In Application name box, type in Unleashed or anything related to remind you about Unleashed app, then click Save

below:

= Google APIs 2 UnleashedSocialGoogleWLAN

API APIs & Services Credentials
«»  Dashboard Credentials ~ OAuth consent screen  Domain verification
are Library
Before your users authenticate, this consent screen will allow them to choose
o=  Credentials whether they want to grant access to thair private data, as well 23 give them a

link to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.

Verification status
Mot published

Application name
The name of the app asking for consent

Unleashed

Application logo
4n image on the consent screen that will help users recognize your app

Local file for upload Browse

Support email
Shown on the consent screen for user support

adm1n123lb@gmail com =

Scopes for Google APls
Scopes allow your application to access your user's private data. Learn more

If you add a sensitive scope, such as scopes that give you full access to Gmail or Drive,
Google will verify your consent screen before it's published.

email
profile

openid

Add scope

Authorized domains

To protect you and your users, Google only allows applications that authenticate using
0Auth to use Authorized Domains. Your applications’ links must be hosted on Authorized
Demains. Learn more

About the consent screen

The consent screen tells your users who is
reguesting access 1o their data and what kind of
data you're asking 1o access.

OAuth Developer Verification

To protect you and your USers, your consent screen
may need to be verified by Google. Without
verification, your users will 2ee an additional page
indicating that your app is not verified by Google.
Learn mare

Verification is required if:
‘Your application type is public, and
‘You add a sensitive scope

Verification may take several days to complete. You
will receive email updates as its processad.

Saving without publishing

Even though your consent screen is unpublished,
you can still test your application with users with
the following limitations:

Sensitive scopes are limited to 100 grant
requests before verification is required
Uszers s22 2n additional page indicating that
your app is not verified by Google

Let us know what you think about our OAuth
experience.



In the “Create OAuth client ID” page, under Application type select Web application, create name like ‘Unleashed’, and
then click on Create:

= Google APls g UnleashedSocialGoogleWLAN Q

& Create OAuth client ID

For applications that use the OAuth 2.0 protocol to call Google APls, you can use an OAuth 2.0 client ID to
generate an access token. The token contains a unigue identifier. See Setting up OAuth 2.0 for more
information.

Application type

® Web application
Android Learn more
Chrome App Learn more
i0S Learn more
Other

MName

Unleashed

Restrictions
Enter JavaScript origins, redirect URIs, or both Learn Mare

Origins and redirect domains must be added to the list of Authorized Domains in the QAuth consent settings

Autherized JavaScript origing
For use with reguests from a browser. This is the origin URI of the client application. It can't contain a wildcard

(https:/f=.example.com) or a path (https:fexample.com/subdir). If you're using a nenstandard port, you must include it
in the origin URL

https:/f'www.example.com

Authorized redirect URls

For use with requests from a wehb server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocaol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

https:/f'www.example.com

And then, a Client ID and Client secret is generated:

OAuth client

The client ID and secret can always be accessed from Credentials in APIs &
Services

© OAuth is limited to 100 sensitive scope logins until the OAuth censent
screen s published. This may require a verification process that can take
several days.

Here is your client ID
315510456334-3578d06168qpagTfal ssquismmcet ji5. apps. googleusercontent cu\rn
Here i your client secret
nooTgeLnATHgL3bZ3LEpcSn (5]




You will then use this client ID and client secret for your Social Media Google WLAN:

Create WLAN X

“ Name: |

Usage Type: O Standard for most regular wireless network usage
0 Guest Access guest access policies and access control will be applied
) Hotspot Service known as WISPr
® Social Media authenticate through social media network
) WeChat

Authentication Method: '« Open 802.1X EAP MAC Address

Encryption Method: ( WPA2 = None

Accounting Server | pjsabled v || Create New
Send Interim-Update every minutes
Social Media Login(s): [ | FacebookWiFi
v/ Google/Google+

[« Use my own client ID
Input existing client ID/password or click here to generate one

Google Client ID° | Glient 1D |

Client Password ‘ Password ‘

LinkedIn

Microsoft

However, the next steps are crucial as wireless users will not be able to log in if we do not perform the following steps.

Go to Credentials page, Click on OAuth consent screen tab. Then add ruckuswireless.com under Authorized Domains:

API APIs & Services Credentials
< Dashboard Credentials OAwuth consent screen Domain verification
h Library

Eefore your users authenticate, this consent screen will allow them to choose About the consent screen
ant 1o grant acce: heir privat a, as well 25 give them a
ur terms of service a This page configures the consent

O Credentials

consent screen tells your users who is
ccess to their data and what kind of

Verification status
Not published 0OAuth Developer Verification

our consent screen
e. Without

n additional page
verifizd by Google.

Application name

The name of the app szking far conzent
verificatic
indicating tha
Learn mare

Unleashed

Application logo
An image on the consent screen that will help users recognize your app Verification is required if:

Local file for upload Browse our application type is public, and

add a sensitive scope

omplete. You
sed.

may take several day
ve email updates as it

| Saving without publishing
Support emai
Shown on the consent screen for user support een is unpublished,

ion with users with

adm1n123lb@gmail.com - sing limitations

opes are limited to 100 grant
befare verification is required

ing that

Scopes for Google APIs
Scopes allow your application to access your user's private data. Learn more request:

If you add a sensitive scope, such as scopes that give you full access to Gmail or Drive

Google will verify your congent screen before it's publiched.
email Let us know what you think about our OAuth
EXpeTience.
profile
openid
Add scope

Autherized domains
To protect you and your users, Google
h to use Authorized Demains. Your

ows applications that autl
plications’ links must be hos

nticate using
d on Authorized

Domains. Learn more
ruckuswireless.com =

example.com



Then click on the web application OAuth Client ID link you just created, ‘Unleashed’ in this case example case:

= Go gle/\P|5 ¢ UnleashedSocialGoogleWLAN Q

API APIs & Services Credentials

s
+»  Dashboard Credentials ~ OAuthconsentscreen  Domain verification

m Library =
Create credentials ~ Delete

or  Credentials

Create credentials to access your enabled APIs. Refer to the API documentation for details.

OAuth 2.0 client IDs
Name Creation date « Type Client ID

Unleashed Dec 3, 2018 Web application 315510456334 3573406168qpag 7falssqu smmeetiis.apps.googleusercontent.com 1

Finally, add http://unleashed.ruckuswireless.com/user/auth.jsp in the Authorized redirect URIs section of Restrictions
and hit the Save button:

= Go gle APIS % UnleashedsocialGoogleWLAN w Q,
& Client ID for Web application ¥ DOWNLOAD JSON ( RESET SECRET @ DELETE
Client ID 315510456334-3578d06168gpag7ialssqu1smmcetji5_apps.googleusercontent.com
Client secrat nooJgelhAtHgL 3bZjL Bpc8an
Creation date Dec 3,2018,12:19:13 PM
Name
Unleashed
Restrictions

Enter JavaScript ariging, redirect URIs, or bath Learn Mare

Origins and radirect domains must be added 1o the list of Authorized Domains in the OAuth consent settings.

Authorized JavaScript arigins

ith requasts f rowser. This is the origin URI of the client application. It can't contain a wildcard
example.com) o ath (https:fexample.com/subdir). if you're using a nonstandard port, you must include it
in the crigin URL

https//www. example.com

Autherized redirect URIs
For use with requests from a web server. This ia the path in your application that users a
authenticated with Google. The path will be appended with the auth tion code for access. Must have a protocel.

Cannct contain URL fragments or relative paths. Cannot be a public IP address.

e redirected 10 after they have

http:/funleashed ruckuswireless com/user/auth jsp

m cancel



http://unleashed.ruckuswireless.com/user/auth.jsp

= Go gle APIS g UnleashedSocialGoogleWLAN Q

& Client ID for Web application # DOWNLOAD JSON (¥ RESET SECRET i DELETE
Client ID 315510456334-3578d06]68gpag7ialssqu1smmcetjis.apps.googleusercontent. com
Client secret nooJgelhatHglL3bZjLBpcE9n
Creation date Dec 3, 2018, 12:19:13 PM
MName
| Unleashed
Restrictions

Enter JavaScript origins, redirect URls, or both Learn bMore

Origins and redirect domains must be added 1o the list of Authorized Damains in the OAuth consent settings.
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. i can't centain a wildcard
(hitps://* example com) or a path (htips:/fexample com/subdir). f you're using a nonstandard port, you must include it
in the origin URI

https:/fwww.example.com

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be 2 public IP address.

e redirected 1o after they have

hittp:/funleashed.ruckuswireless. com/user/auth.jsp 1

https:/fwww.example.com

Connect a wireless client to newly WLAN created, in this example wlan = 1SUP-RF-UnlGoogle2, after you’ve added Client
ID and Client secret to Google WLAN:

Client ID
315510456334-3578d06168qgpag7falssqulsmmcetji5.apps.googleusercontent.com
Client secret

nooJgelhAtHgL3bZjLBpc89n

Edit WLAN x

Usage Type: O Standard for most regular wireless network usage
0 Guest Access guest access policies and access control will be applied
0 Hotspot Service known as WISPr
@® Social Media authenticate through social media network
) WeChat

Authentication Method: ® Open () 8§02 1XEAP (O MAC Address

Encryption Method: ( WPA2 @ None

Accounting Server | pisahled v ‘ ‘ Create New
Send Interim-Update every minutes
Social Media Login(s): | | FacebookWisi

¥ Google/Google+
@ Use my own client ID
Input existing client ID/password or click here to generate one

Google Client ID: | 315510456334-3578d06168qp:

[J Linkedin

[J Microsoft



