
Introduction

Bradford Network Sentry is a purpose-built Network Access Control (NAC) physical/
virtual appliance. It dynamically leverages the continuously growing library of security
commands and controls built into today’s switches, routers, wireless controllers and
wireless access points to perform pre-connect risk assessments on every device
attempting to connect to the network.

This note provides step by step instructions on setting up a Ruckus-Bradford solutions
environment. It assumes that the reader is reasonably familiar with both Ruckus and
Bradford products.

Versions:
Ruckus Zone Director: 9.8.2
Ruckus SmartZone (SZ100, vSZ-E, vSZ-H, SCG200): 3.2
Bradford: 7.1 (for Zone Director); 7.3.2 for Smartzone

Setup Overview
1. Two VLANs: "Production" and "Isolation". Unauthenticated users are placed into the
Isolation VLAN and authenticated users are placed into the Production VLAN.
2. Two SSIDs/WLANs are setup corresponding to the Production and Isolation VLANs.
The Production SSID is broadcast over the air whereas the Isolation SSID is a dummy.
3. The Production SSID/WLAN is set up with Dynamic VLAN (DVLAN) capabilities and
MAC Authentication. The Bradford Network Sentry appliance acts as the Radius Server.
4. The Isolation SSID/WLAN is a "dummy" and is not broadcast over the air.
5. The Network Sentry Appliance acts as the DHCP/DNS server for the Isolation VLAN.
The Production VLAN uses the organization's regular DHCP/DNS servers.
6. The Network Sentry Appliance "reads" the WLAN/VLAN configuration from the
Ruckus Controllers via SNMP.

User Experience
1. New user connects to the Production SSID. Ruckus sends a Radius Request to the
Network Sentry appliance. On seeing that the device is unregistered, Network Sentry
places this device into the Isolation VLAN via the DVLAN capability in the Radius
Response. The user is assigned an IP address on the Isolation VLAN by the Network
Sentry Appliance.
2. User browses to say, google.com and is re-directed to the Network Sentry Appliance
portal page. User authenticates
3. Network Sentry sends Radius DM message to the Ruckus Controller and the user is
disconnected from the SSID. In older versions, the Network Sentry would disconnect
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the user via CLI commands issued to the Ruckus Zone Director.
4.User automatically reconnects and now the Network Sentry Appliance places this
authenticated user into the Production VLAN. The IP address is obtained from the
organization's regualr DHCP/DNS servers.

Towards the end, this note also addresses the issue of wired clients on the Access
Points. A brief troubleshooting section going through the Radius exchange follows.

Ruckus Zone Director Setup

This involves the following:

1. Setting up the Network Sentry Appliance as the Radius Server
2. Setting up the Production and Isolation SSIDs/WLANs (the latter as a dummy).
3. Enabling SNMP with the appropriate accounts/passphrases.
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Network Sentry As Radius Server

After logging into the Zone Director, go to Configure->AAA Servers and set up the
Network Sentry Appliance as a Radius Server (IP Address, shared secret, etc.)
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Production SSID/WLAN

From the Configure->WLANs tab, create a new SSID for the Production WLAN/VLAN.
This should be set up for (a) Mac Authentication (b) Network Sentry Appliance as the
Authentication Server and (c) Dynamic VLAN capabilities.
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Enable Dynamic VLAN under Advanced options
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Isolation SSID/WLAN

Simialrly create an Isolation SSID/WLAN of any type with the Access VLAN being set to
the correct desired Isolation VLAN (Advanced Options).
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Remove Isolation WLAN from Default Group

Remove this isolation WLAN from the Default WLAN Group, so that the SSID is not
broadcast over the air.
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Enable SNMP

From Configure->System->Network Management (towards the bottom of the page),
enable the SNMP v3 Agent together with the appropriate users, authentication and
privacy types and passphrases. These will be used for the corresponding entries in the
Network Sentry appliance.

Ruckus SmartZone Setup (SZ100, vSZ-E)

This involves the following:

1. Setting up the Network Sentry Appliance as the Radius and Radius Accounting
Server
2. Setting up the Production and Isolation SSIDs/WLANs (the latter as a dummy).
3. Enabling SNMP with the appropriate accounts/passphrases.
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Network Sentry as Radius Server

From Configuration->AAA Servers->Proxy AAA, setup the Network Sentry Appliance as
the Radius as well as Radius Accounting Server as shown below.
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Network Sentry as Radius Accounting Server
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Production SSID/WLAN

Setup the Production SSID with the following:
1. MAC Authentication and MAC Address format as aa:bb:cc:dd:ee:ff
2. Network Sentry as the Radius and Radius Accounting Server.
3. Dynamic VLAN (VLAN Override)
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Enable VLAN Override in Advanced Options
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Isolation SSID/WLAN

Setup the Isolation SSID as any type and assign it the Isolation VLAN. This is a dummy
WLAN and needs to be removed from the Default WLAN Group, so that is is not
broadcast over the air.
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Remove Isolation WLAN from Default Group
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Enable SNMP

Enable the v3 SNMP Agent as shown below.

Ruckus Smartzone (vSZ-H, SCG200) Setup

This involves the following:

1. Setting up the Network Sentry Appliance as the Radius and Radius Accounting
Server
2. Setting up the Production and Isolation SSIDs/WLANs (the latter as a dummy).
3. Enabling SNMP with the appropriate accounts/passphrases.
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Network Sentry as Radius Server

As shown below, (a) Under Services, setup Network Sentry as the Radius Server and
(b) Enable the Authentication Profile under Service Profiles.
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Authentication Service Profile
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Network Sentry as Radius Accounting Server

Under Services, setup Network Sentry as a Radius Accounting Server and under
Service Profiles, enable the Accounting Profile.
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Accounting Service Profile
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Production SSID/WLAN

Under the desired Zone, setup the Production SSID/WLAN with
1. MAC Authentication and MAC Address format as aa:bb:cc:dd:ee:ff
2. Network Sentry as the Radius and Radius Accounting Server.
3. Dynamic VLAN (VLAN Override)
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Enable VLAN Override in Advanced options
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Isolation SSID/WLAN

Setup a dummy SSID/WLAN for Isolation of any type and assign it the appropriate
VLAN under Advanced Options
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Remove Isolation WLAN from Default WLAN Group
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Enable SNMP

Network Sentry Setup

It is assumed that the Network Sentry Appliance has been setup and needs to be only
configured for interoperability with the Ruckus Controllers/Access Points.
The overall steps are:

1. Create new domain for Ruckus
2. Add Ruckus Controller (Zone Director or SmartZone) to this domain and model its
configuration
3. Read VLANs from Zone Director
4. Set up Test User Accounts
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Create Ruckus Domain

From Network Devices->Network Devices create a new domain called Ruckus.
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Add Ruckus Controller

From Network Devices -> Topology, add the Ruckus Controller to the Ruckus Domain
created above. The SNMP settings are those specified in the Ruckus controllers.
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Validate Credentials and Ignore CLI Error Message
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Read Controller Information

Once the Ruckus Controller has been created, read its information by right clicking and
using "Resync Interfaces"
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Model Ruckus Controller

Now Model the Ruckus Controller (right click, Model Configuration) and enter all the
appropriate information created earlier for the Radius shared secret and the VLAN
assignments.
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Add Test User Accounts

Add some test user accounts as shown below.
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Test Clients

You can now test by connecting a client to the SSID. It will first be placed in the
Isolation VLAN and the user will be asked for credentials (per the test accounts setup
in the prior step). Upon authentication, the device will disconnect and be placed in the
desired Production VLAN. As shown below, the client device can be seen in the Host
View.
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AP Wired Clients

In order to enable the solution on AP wired clients, the Port Configuration of the AP
needs to be changed as shown below (Configure->Access Points->Edit AP). Note that
as of this writing, switching from one VLAN to another in this case, may require a
physical disconnect/reconnect of the client.
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TroubleShooting

The best way to troubleshoot is to observe the Radius exchange between the Ruckus
Controller and the Network Sentry appliance.
1. New User Connects to Production SSID and Ruckus Controller sends Radius Request
to Network Sentry
2. Network Sentry responds with Access Accept and assigns user to Isolation VLAN via
the DVLAN fields in the Radius response. User connects to the SSID and is assigned a
DHCP/DNS Server addess by Nework Sentry. User browses to say, google.com, and is
redirected by Network Sentry to itself. User then authenticates with Network Sentry.
3. Network Sentry sends Radius DM Request message to Ruckus controller.
4. Ruckus Controller acknowledges the DM request and disconnects the user. User
now automatically reconects to the Production SSID.
5. Ruckus Controller sends Radius Request to Network Sentry
6. Network Sentry responds with Radius Accept requesting assignment to the regular
VLAN via the DVLAN field in the Accept Response
7. User connects and this time is assigned a DHCP/DNS server by the regular,
production infrastructure.
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